


SMTP 

• SMTP (Simple Mail Transfer Protocol) 
• SMTP is a standard electronic-mail protocol that handles the sending of mail from one 

SMTP to another SMTP server. To accomplish the transport, the SMTP server has its own 
MX (mail exchanger) record in the DNS database that corresponds to the domain for which 
it is configured to receive mail. 

• When equipped for two-way communication, mail clients are configured with the address of 
a POP3 server to receive mail and the address of an SMTP server to send mail.  

• SMTP uses TCP for communication and operates on port 25. Simple Mail Transfer Protocol 
(SMTP) is the application-layer protocol used for transmitting e-mail messages. SMTP is 
capable of receiving e-mail messages, but it's limited in its capabilities. The most common 
implementations of SMTP are in conjunction with either POP3 or IMAP4. For example, users 
download an e-mail message from a POP3 server, and then transmit messages via an SMTP 
server 
 



SMTP Protocol: 
 

• The SMTP (Simple Mail Transfer Protocol) protocol is used by 
the Mail Transfer Agent (MTA) to deliver your eMail to the 
recipient's mail server. The SMTP protocol can only be used to 
send emails, not to receive them. Depending on your network 
/ ISP settings, you may only be able to use the SMTP protocol 
under certain conditions. 



POP 

• Post Office Protocol version 3 (POP3) is a standard mail protocol 
used to receive emails from a remote server to a local email client. 
POP3 allows you to download email messages on your local 
computer and read them even when you are offline. Note, that 
when you use POP3 to connect to your email account, messages 
are downloaded locally and removed from the servers. This means 
that if you access your account from multiple locations, that may 
not be the best option for you. On the other hand, if you use POP3, 
your messages are stored on your local computer, which reduces 
the space your email account uses on your web server. 



POP 

• The POP (Post Office Protocol 3) protocol provides a simple, 
standardized way for users to access mailboxes and download 
messages to their computers. 

 
When using the POP protocol all your eMail messages will be 
downloaded from the mail server to your local computer. You can 
choose to leave copies of your eMails on the server as well. The 
advantage is that once your messages are downloaded you can cut 
the internet connection and read your eMail at your leisure 
without incuring further communication costs. On the other hand 
you might have transferred a lot of message (including spam or 
viruses) in which you are not at all interested at this point. 



 IMAP Protocol: 
 

• IMAP (Internet Message Access Protocol) – Is a standard 
protocol for accessing e-mail from your local server. IMAP is a 
client/server protocol in which e-mail is received and held for 
you by your Internet server. As this requires only a small data 
transfer this works well even over a slow connection such as a 
modem. Only if you request to read a specific email message 
will it be downloaded from the server. You can also create and 
manipulate folders or mailboxes on the server, delete 
messages etc. 

 



POP/IMAP 
• Post Office Protocol 3 (POP3) and Internet Message Access Protocol 4 (IMAP4) are two application-layer 

protocols used for electronic messaging across the Internet. POP3 is a protocol that involves both a server 
and a client. A POP3 server receives an e-mail message and holds it for the user. A POP3 client application 
periodically checks the mailbox on the server to download mail. POP3 does not allow a client to send mail, 
only to receive it. POP3 transfers e-mail messages over TCP port 110. 

• IMAP4 is an alternate e-mail protocol. IMAP4 works in the same way as POP3, in that an e-mail message is 
held on a server and then downloaded to an e-mail client application. Users can read their e-mail message 
locally in their e-mail client application, but they can't send an e-mail message using IMAP4. When users 
access e-mail messages via IMAP4, they have the option to view just the message header, including its title 
and the sender's name, before downloading the body of the message. Users can create, change, or delete 
folders on the server, as well as search for messages and delete them from the server. 

• To perform these functions, users must have continued access to the IMAP server while they are working 
with e-mail messages. With IMAP4, an e-mail message is copied from the server to the e-mail client. When 
a user deletes a message in the e-mail client, the message remains on the server until it is deleted on the 
server. POP3 works differently in that an e-mail message is downloaded and not maintained on the server, 
unless configured otherwise. Therefore, the difference between POP3 and IMAP4 is that IMAP4 acts like a 
remote file server, while POP3 acts in a store-and-forward manner in its default configuration.  



• Server storage space 

• A server with limited storage space is one major factor that may force you to favor POP3. Since IMAP leaves messages on the server, it can 
consume storage space faster than POP3.  

• Advantage: POP3 

• Anytime, anywhere access 

• There's one good reason why IMAP was designed to store messages on the server. It's meant to enable retrieval of messages from 
multiple devices; sometimes, even simultaneously. So if you have an iPhone, an Android tablet, a laptop, and a desktop, and you want to 
read email from any or all of these devices, IMAP would be the better choice.  

• Advantage: IMAP 

• Synchronization 

• If you access email messages from multiple devices (who doesn't these days?), you'll likely want all devices to reflect whatever action you 
performed on one device. 

• For instance, if you read messages, A, B, and C, then you'll want those messages to be also marked as "read" on the other devices. If you 
deleted messages B and C, then you'll want those same messages removed from your inbox on the other devices as well. If you moved 
message A to another folder ... well, you know what I mean. All these synchronizations can only be achieved if you're using IMAP. 

• Advantage: IMAP 

•  Organization 

• Because IMAP allows users to arrange messages in a hierarchical fashion and place them in folders, it's certainly better at helping users 
organize. 

• Advantage: IMAP 



• Computational overhead 
• Of course, all that IMAP functionality comes at a price. It's arguably more difficult to implement and 

certainly consumes a lot more CPU and RAM, especially when it performs those synchronizations. In fact, 
high CPU and memory usage can happen at both the client and server side if there's a ton of messages to 
sync. 

• Advantage: POP3 
• Privacy 
• This is one concern that would weigh heavily on end users who frequently deal with confidential 

information. These users would prefer to download all email messages and leave no copies behind on the 
server.  

• Advantage: POP3 
• Speed 
• Whereas POP3 downloads all mail messages upon connection, IMAP may optionally download just the 

message headers or certain portions and leave, for example, the attachments on the server. Only when the 
user decides the remaining portions are worth downloading, will those portions be downloaded. In this 
regard, IMAP can be considered faster. 

• However, if all messages on the server are supposed to be downloaded every single time, then POP3 would 
now be faster. 

• Advantage: Depends on the situation 
•   

 



Diagram 



Working 



Working:- 

• An email sent by an end user is first transferred to its local mail 
server, using SMTP (normally) or HTTP (in the case of web 
based mail alone) as the carrier protocol. The local mail server 
then transfers the mail to the recipients mail server, again 
using SMTP as the carrier protocol. The mail is then retrieved 
from the receiver’s mail server by the receiving computer 
through a pull protocol like POP3 or IMAP or HTTP (web based 
email alone).  



Working continue:- 

• An e-mail client like Gmail, yahoo, outlook etc is used to create or reply to an e-
mail. 

• Once the e-mail is drafted successfully, it is sent using the e-mail client. 
• This e-mail first goes to the SMTP server (also known as MTA (Mail transfer 

agent) ) to which the e-mail client is connected. 
• The e-mail server looks out for the recipients address. The address is of the 

form <name>@domain.com 
• The e-mail server first uses the DNS technique to resolve the domain name into a 

valid IP address. 
• Next it sends the e-mail to this IP address over the Internet. 
• Now the e-mail traverses over the Internet in a series of IP packets and reaches 

the destination SMTP server or the MTA. 
• This server collects all the e-mails and places them to appropriate location so 

that these are accessible to your e-mail clients through POP or IMAP services. 
 



Summary of SMTP , POP and IMAP 

• SMTP: SMTP stands for Simple Mail Transfer Protocol. SMTP is used when 
email is delivered from an email client, such as Outlook Express, to an 
email server or when email is delivered from one email server to another. 
SMTP uses port 25. 

• POP3 stands for Post Office Protocol. POP3 allows an email client to 
download an email from an email server. The POP3 protocol is simple and 
does not offer many features except for download. Its design assumes that 
the email client downloads all available email from the server, deletes 
them from the server and then disconnects. POP3 normally uses port 110. 

• IMAP stands for Internet Message Access Protocol. IMAP shares many 
similar features with POP3. It, too, is a protocol that an email client can use 
to download email from an email server. However, IMAP includes many 
more features than POP3. The IMAP protocol is designed to let users keep 
their email on the server. IMAP requires more disk space on the server 
and more CPU resources than POP3, as all emails are stored on the 
server. IMAP normally uses port 143.  







MIME 

• Short for Multipurpose Internet Mail Extensions, a specification 
for formatting non-ASCII messages so that they can be sent 
over the Internet. Many e-mail clients now support MIME, 
which enables them to send and receive graphics, audio, and 
video files via the Internet mail system.  

• There are many predefined MIME types, such as GIF graphics 
files and PostScript files. It is also possible to define your own 
MIME types. 

• In addition to e-mail applications, Web browsers also support 
various MIME types. This enables the browser to display or 
output files that are not in HTML format. 



• MIME was invented to overcome the following limitations 
of SMTP: 

• 1. SMTP cannot transfer executable files and binary objects. 

• 2. SMTP cannot transmit text data of other 
language, e.g. French, Japanese, Chinese etc, as these are 
represented in 8-bit codes. 

• 3. SMTP services may reject mails having size greater than a 
certain size. 

• 4. SMTP cannot handle non-textual data such as pictures, 
images, and video/audio content. 

• MIME is widely used internet standard for coding binary files 
to send them as e-mail attachments over the internet. MIME 
allows an E-mail message to contain a non-ASCII file such as 



There are seven different types and fourteen 
sub-types of content of MIME 





 





Summary of MIME 
• Multipurpose Internet Mail Extensions (MIME) is an Internet standard that extends the format 

of email to support: 

• Text in character sets other than ASCII 

• Non-text attachments: audio, video, images, application programs etc. 

• Message bodies with multiple parts 

• Header information in non-ASCII character sets 

• All manually composed and automated emails are transmitted through SMTP in MIME format. 
The association of Internet email with SMTP and MIME standards is such that the emails are 
sometimes referred to as SMTP/MIME email. The MIME standard defines the content types 
which are of prime importance in communication protocols like HTTP for the World Wide Web. 
The data are transmitted in the form of email messages through HTTP even though the data are 
not an email. 

• Standard for attaching non-text files to an internet mail message, such as animation, graphics, 
hypertext files, sound files, spreadsheets. MIME standard converts (encodes) non-text files into 
text that is normally unreadable and then, at the other end, reconverts (decodes) the files to 
their original form. A more secure version is called secure MIME (S/MIME). 
 



ASSIGNMENT:- 

• ASSIGNMENT -1  

• How POP3 Service Works. Also explain its architecture? 

• What's the Difference Between TCP and UDP? 

 

• ASSIGNMENT -2 

Study of Research Paper related to Transport layer 

 


